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Bird’s Eye View

Big Goal: Analyze the blogoosphere.

BIG Obstacle: Spam.

Existing Solutions: Slow, inaccurate.

Insight: Spammers glue words in URL—segment.

New Approach: Spam filter based on segmented URLs.
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Weblogs

• Personal journal on the web. Weblogs express as many

different subjects and opinions. Some blogs are highly

influential and have enormous readership; others are primarily

intended for a close circle of family and friends.

• 42.1 million sites and 2.5 billion links.

• Blogosphere doubles in size every 5 months.

• Useful for: marketing intelligence; trend discovery; opinion

tracking.
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BIG Problem: Spam Weblogs (Splogs)

Weblogs that promote affiliated web sites.

• There are lots of them (some bloghosts allow automatic blog

creation).

• Slow processing.

• Storage ramifications.

• Skew results of analysis.
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Insight

• Sploggers want to communicate a concept.

• They do so in the URL.

• To avoid detection sploggers glue words: dailyfreeipod.

We can segment the URLs. Then classify as “usual”.
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Segmentation: Symmetric Sliding Window

‘?’ left and right n-grams not encountered in training;

‘◦’ kept together;

‘•’ indicates a break.

1. d i e ? t s t hatwork

2. d i e ◦ t s thatwork

3. d i e t ◦ s t i atwork

4. di e t s • t h a twork

5. diets • t h a ? t w o rk

6. diets • t h a ◦ t w ork

7. diets • t h a t • w o r k
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Example (Correct) Segmentations

cash • for • your • house

unlimitted • pet • supllies

jim • and • body • fat

weight • loss • product • info

kick • the • boy • and • run

bringing • back • the • past

food • for • your • speakers
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Classification

Token sequence T = 〈t1, . . . , tn〉 – the segmented URL

The class ĉ ∈ C = {spam, good}. Näıve Bayes:

ĉ = arg max
c∈C

P (c|T ) = arg max
c∈C

P (c) · P (T |c)
P (T )

= arg max
c∈C

P (c) · P (T |c)

= arg max
c∈C

P (c) ·
n∏

i=1

P (ti|c)

F.Salvetti & N.Nicolov 7



Data

http:// free - webcam - girl . net

http:// download|ringtone|for|tmobile . power|play - ringtones . com

http:// business|opportunity|money|work|at|home . coolblogstuff . com

http:// honda|parts|unlimited . freeblogsearch . info

http:// generator|deals . com / blog

http:// www . we|make|beer . com / blog

http:// the|canadian|sentinel . blogspot . com

http:// do|nt|mess|with|taxes . typepad . com

10K spam blogs; 10K “good” blogs; 1K dev & 1K test URLs.
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Extra Segmentation

# of # spam # good
splits URLs URLs

1 2,235 2,274

2 868 459

3 223 46

4 77 7

5 2 1

6 4 1

8 3 –

Total 3,412 2,788
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Classification Results

accuracy 78%

prec. spam 82%

rec. spam 71%

f-meas spam 76%

prec. good 74%

rec. good 84%

f-meas good 79%
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Human Performance

µ σ

accuracy 76% 6.71

prec. spam 83% 7.57

rec. spam 65% 6.35

f-meas spam 73% 7.57

prec. good 71% 6.35

rec. good 87% 6.39

f-meas good 78% 6.08

Simple segmenter, simple classifier—beats humans!
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Ongoing Work

• Issues:

– Plurals: ‘girl•s’ vs. ‘girls’
– Past tense: ‘dedicate•d’ vs. ‘dedicated’

• Exploring:

– Multi-break segmenters.

– Analyzing outgoing links.

– Better classifiers: Support Vector Machines (SVM);

Robust Risk Minimization (RRM); Maximum Entropy, ...
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